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ABSTRACT

In recent years, applications of using Internet of things (10T) systems have
been increasingly developed because of the flexibility in hardware design
and data collection. However, the stability over time and security by self-
designed systems could be under consideration. This paper presents a
method to design an industry loT standard system in order to improve the
security and to maintain the system stability. A SCADA network for
controlling PLC S7-1200 through KepServerEx standard is used to
monitor collected data from pump stations. The virtual private network
(VPN) connection is used to transmit the control signals and collect data
from the server to the stations and vice versa. In addition, the system can
be monitored through internet using the remote access function. The
results showed that the system is stable and can collect data in real time
control. The results of this paper are the premise to conduct more in-depth
studies on the industrial 10T standards.

TOM TAT

Trong nhitng nam gan ddy, cdc vmg dung sit dung hé thong Internet van
vdt - IoT (Internet of Things) dang ngdy cang phat trién boi kha nang mém
déo trong thiét ké phan ciing va thu thdp di liéu. T uy nhién, do on dinh
theo thoi gian va tinh bdao mdt tir cac hé tu thiét ké khong cao. Bai bdao
trinh bay mét phiong phdp thiét ké hé IoT theo chudn cong nghiép nham
tang cwong bdao mdt va duy tri tinh én dinh cho hé thong. Mot mang
SCADA diéu khién PLC S7-1200 théng qua chudn KepServerEx duwoc sir
dung dé giam sat thu thip dir liéu tir cac tram bom. Két noi mang riéng
do virtual private network (VPN) duoc dung dé truyén tin hiéu diéu khién
va thu thap dit liéu mdy chii vé cac tram va nguoc lai. Ngoai ra, hé théng
con c6 thé dang nhdp tir bén ngodi thong qua chirc ndng truy cdp tir Xa.
Két qua cho thcfy hé théng hoat dong én dinh va cé thé thu thap dir liéu
theo thoi gian thwe. Két qud ciia bai bdo nay la tién dé dé tién hanh cdc
nghién ciru chuyén sau hon vé linh viee IoT theo chudn céng nghiép.

1. GIOI THIEU

_ Ngay nay, cac h¢ thong Internet van vat (1oT)
van dang la chu dé duoc cac nha khoa hoc tap trung
nghién ctru do kha nang ing dung cao, thiét ké mém

déo va d& dang dap (g cc nhu cdu ca nhén trong
diéu kién hién nay. Trong nudc, hé thong IoT dwoc
ung dung vao nong nghiép (Quén va ctv., 2018;
Thuc va ctv., 2019), va thiét l1ap hé thong giam sat
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cac thiét bi gia dung trong gia dinh (Ptc & Hanh,
2020; Khang va ctv., 2020). Pac diém chinh cua cac
hé théng nay déu dung vi diéu khién trén nén tang
arduino két hop véi mot server mién phi. Pay 1a mot
nhuoc diém réat 1on do (1) d 6n dinh theo thoi gian
dai cua vi diéu khién la khong cao, (2) tinh bao mat
thip ciia cac tén rn1en mién phi, (3) kha nang bi tan
cong va bi chiém quyén diéu khién cao.

Dé loai bo cac rui ro nay, cac hé théng diéu khién
thong qua chuan IoT cong nghiép da duoc dé xuit
(Abbas, 2014; Benjamin et al., 2017). Pac diém
chinh cta cac nghién ctru nay 1a kha nang xay dung
mot mang SCADA cong nghiép c6 thé giam sat va
thu thap dir liéu cho cac nha may 16n. Tuy hé thong
nay c6 thé van hanh tot nhung lai to ra kém thich
nghi v&i cac nhu cau tng dung tai Viét Nam.

Hién nay, tiéu chudn cong nghiép OPC (Open
Platform Communications) dang duoc gidi thiéu.
Day 1a mot chuén giao dién phin mém cho phép trao
ddi dir liéu an toan va tin cay giira cac chuong trinh
trén Windows va cac thiét bi phan cimg cong
nghiép. Tiéu chuan nay c6 thé két néi thu thap dir
lieu téi cac ngdén ngir lap trinh cao cip nhu
MATLAB (Liu et al., 2009) va LABVIEW
(Pranowo, 2021). Tuy céc giai phap diéu khién qua
internet da dugc tich hop trong chac nang
webnavigator tir kha som, cac giai phap két ndi cong
nghiép cho cic ng dung van dang dugc nghién ctu.

Bai b4o nay trinh bay mot phuong phép thiét ké
mot hé ToT cong nghiép thong qua mot chuan OPC
trén hé théng mang VPN c6 thé dang nhap tir moi
truong internet vao hé théng. Cau hinh VPN cho
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phép cac thiét bi hoat dong nhu mot mang noi b, tir
d6 nguoi didu khién c6 thé nang cp hodc cai dit lai
phan mém theo nhu ciu riéng. KepServerEx duoc
chon 1am OPC, c6 thé diéu khién cac tram PLC S7-
1200 thong qua hé théng mang internet véi giao dién
3G/4G. Cac PLC nay diéu khién va thu thap di liéu
ciia mot hé théng bom. Dit liéu co thé duoc quan sat
tai chd va guri vé server dé giam sat toan b hé thong.
Ngoai ra, mot két ndi VPN remote access ciing duoc
thiét 1ap, nho d6, ngudi giam sat co thé quan sat va
diéu khién hé thong ma khong can c6 mit tai may
chu.

2. PHUONG PHAP NGHIEN CUU
2.1. So do tong quat

Hinh 1 miéu ta so do tong quat cua hé thdng.
Theo d6, hé thong 1a mot hé SCADA phan tan diéu
khlen thong qua hé thdng internet. Hé thong bao
goém 2 phan: hé trung tam va mang ludi tram tur Xa.
H¢ trung tam bao gbm Mot mdy tinh tram co két ndi
internet, st dung phin mém KEPServerEX lam
OPC Server, giao dién quan Iy va diéu khién duoc
thiét ké dia trén phan mém WinCC. Hé thdng mang
ludi tram tur xa l1a cac PLC S7-1200 thu thap va giam
sat dit liéu thong qua cam bién, c6 kha nang két ndi
internet thong qua h¢ 3G/4G. Trong bai bdo nay,
mang ludi tram tir xa la mé hinh cac tram bom nude
néng thén. Giao thac VPN (Virtual Private
Network) dé thiét Iap mang riéng ao cho toan bo hé
thong. Uu diém chinh cua giao thirc VPN 1a may
tinh s& hoat dong nhu thé mot két néi cuc bo. Tat ca
lwu lwong mang s& duoc gui thong qua mot két ndi
an toan dén VPN.

OPC: KepServerEx
Giao dién: WinCC

@%

Hinh 1. So d6 khoi tong quat cia h¢ thong
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Tram server &
_ KepServerEX ;
WAN IP: 1
123.25.196.145 Vigor Internet
LAN IP:
192.168.2.1
N J

|

Internet

Hinh 2. M hinh két néi tai server

2.2. Céu hinh két ndi tai server

Hinh 2 mé ta so dd két ndi ciia may tinh tai tram
server. Phan mém KEPServerEX dugc sir dung dé
quan 1y, theo ddi va kiém soét cac trang thai ngd ra
ngo vao cia cac PLC & cac tram. Trong tam ciia md
hinh 1a 1 Router Vigor két ndi WiFi dugc cau hinh
VPN site-to-site (dial in).

Dau tién, WAN IP: 123.25.196.145 cua server
dugc khai tao. Gia tri WAN IP cua server ding dé
c4u hinh remote access & phan sau. Tiép do, két ndi
tai Server 1a phwong phép cdu hinh cho modem dudi
dang VPN. Céu hinh modem duoc tién hanh theo
Hinh 3. Trong bai bao nay, server s& diéu khién 2
tram nat khac nhau. Tuy nhién, do cach céu hinh 1a
tuong tw nhau, phuong phéap cau hinh 1 tram s& dugc
trinh bay.

VPN and Remote Access >> LAN to LAN

Profile Index : 1

1. Common Settings
Profile Name Server_T1

Enable this profile

N .
Multicast via VPN
(for some IGMP,1P-Camera, DHCP Relay..etc.)

Pass @ Block

_Profile name: Server _T1 va Server_T2, tén hé
thong mang duoc thiet ké cho dé quan ly.

Call Diection: dé c6 thé doc va ghi dir liéu, chirc
nang Dial-In va Dial-Out phai dugc kich hoat. Dial-
in 1a dia chi ip ma tai d6 Router két ndi nhan tin hiéu
vé, con Dial-out 1a dia chi ip ma tai d6 Router két
ndi truyén tin hiéu di. Uu diém chinh cta chirc ning
nay la cho phép ca doc va ghi dit liéu cho PLC. Piéu
nay s& rt thuan loi cho cap nhat phan mém cho ting
PLC thong qua mang VPN.

Nhu vay, sau khi cu hinh diéu khién 2 chiéu
thong qua mang VPN, ta s& phai cau hinh roi cho
tirng khoi: khoi Dial-in va khoi Dial-out.

Call Direction @ Both Dial-Out Dial-In
Always on
Idle Timeout 300 second(s)

Enable PING to keep alive

PING to the IP

Hinh 3. CAu hinh VPN site to site cho modem

Tiép do, Router s& dugc cau hinh truyén, nhan.
Tai mdi chirc nang, cac dia chi IP tinh s& duoc thiét
lap dé may chi c6 thé dinh vi duoc chinh xac dia chi
cua tung tram.
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Céu hinh Dial-out setting dwoc thé hién tai Hinh
4a.

Thiét lap kénh VPN theo giao thirc PPTP.
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Dia chi IP host tai _server:
quanlytrambom.ddns.net. Pay la mot tén mién dong
dang DDNS.

Thiét lap Username va password cho noi ma
muon Router két noi di: username (dialoutl) va
password (dialoutl).

Tai Hinh 4b, TCP/IP Network Setting gitp
Router biét dugc dia chi ctia tram truyén di.

2. Dial-Out Settings

Type of Server | am calling Link Type
ISDN Username dialout1

® ppTP password  [seeees
1PSec Tunnel PPP Authentication PAPICHAP v
L2TP with IPSec Policy V3 Compression ® on O off

IKE Authentication Method
Pre-Shared Key

Server IP/Host Name for VPN.

(such as draytek.com or 123.45.67.89)
|quanlytrambom.ddns net

Digital Signature(X.509)

(a)

Tdp 58, S6 1A (2022): 41-49

Remote Network IP: 192.168.2.1 (Dia chi LAN
cuia modem dau xa — Server).

Remote Network Mask: 255.255.255.0

Local Network IP: 192.168.3.1 (bia chi LAN
cta modem — tram truyén di 1).

5. TCP/IP Network Settings

My WAN IP 0.0.00 RIP Direction Disable v
Remote Gateway IP (0.0.00 From first subnet to remote network, you have
—————————— |todo
Remote Network IP 192.168.2.1
Route v

Remote Network Mask |255.255.255.0

Local Network IP 192.168.31 [ change default route to this VPN tunnel ( Only
Local Network Mask  [265.255.255.0 sigle WAN supports this )

| More

(b)

Hinh 4. (a) cAu hinh VPN Dial-Out cho Node remote 1

(b) c4u hinh 16p mang cho Remote va Local tram 1

3. Dial-In Settings

Allowed Dial-In Type

1SDN Username diain 1
PPTP Password
1pSec Tunnel V] Compression ® on O off
L2TP with IPSec Policy
IKE Method

Pre-Shared Key
IKE Pre-Sharad Key
Digital Signature(X.509)

Specify ISDN CLID or Remote VPN Gateway
Peer ISDN Number or Peer VPN Server IP

or Peer ID

()

5. TCP/IP Network Settings

My WAN IP 0.0.00 RIP Direction Disable v
Remote Gateway P [0.0.0.0 From first subnet to remote network, you have
to do
Remote Network IP 192.168.2.1 Route v
Remote Network Mask |255.256.255.0
Local Network [P 192.168.4.1 Change default route to this VPN tunnel ( Only
Local Network Mask (255255 255.0 single WAN supports this )
More

(b)

Hinh 5. (a) cAu hinh VPN Dial-in cho Node remote 2

(b) c4u hinh 16p mang cho Remote va Local tram 2

Céu hinh Dial-in setting duoc thé hién tai Hinh
5a.

Thiét lap kénh VPN theo giao thic IPSec
Tunnel.

Thiét lap Username va password cho noi ma
muon Router két noi di: username (dialoutl) va
password(dialoutl).

Tai Hinh 5b, TCP/IP Network Setting giip
Router biét duoc dia chi cua tram nhan.

Remote Network IP: 192.168.2.1 (Pia chi LAN
cia modem dau xa — Server).

Remote Network Mask: 255.255.255.0

Local Network IP: 192.168.4.1 (Dia chi LAN
cta modem — tram truyén di 1).
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2.3. CAu hinh két ndi tai cac node (cic nut)

Tai cac nat, mdi PLC hoic thiét bi diéu khién s&
duogc két ndi vao Router mang dé két ndi vé Server.
Hinh 6 trinh bay m hinh két ni tai cac node. Thuc
té, hé thong co6 thé két ndi tdi da 32 tram node. Trong
bai bao nay, nhom tac gia thiét ké moé hinh gém 2
tram node. M6 hinh s€ c6 2 dong co (bom vao va
bom ra): Bom vao s& bom nudc tir ho chia hoic
dudng nuéc ngim vao bdn chira, sau khi nude duge
lam sach s& duogc dong co bom di dén noi cung cip
nudéc sinh hoat... C6 2 cam bién dugc b tri tai 2 vi
tri bom vao va bom nudc ra khoi bon chua.

Tai vi tri bom vao, mot cam bién Iuu lugng bom
vao dugc dat & trén nip hoac miéng bdn chira dé do
lugng nudc bom vao. Ngoai ra, cam bién con duoc
dung thé dung 1am hdi tiép gia tri khi dong co bom
vao duoc bat.
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Tai vi tri bom ra, cam bién ap suat duoc dit &
phia sau duong ong bom ctiia dong co bom ra dé do
ap luc nudc bom ra. Gia tri cam bién dé c6 hoi tiép

% Internet & + =
& e /\
\0%/ L,o AN
N Yoo
e d"/ N
K7 s
, s,
z %
® WAN IP:

103.199.413133
LANIP: 192.168.3.1

PLC IP;
192.168.3.30

/ I\

Dong co , -4 t)(m co
ong - Cam bién ong ¢
bom vao om di

L *;rRAM NODE

PLC IP:

n
192 168.4.40

e ]\
8 0 i

Pong co
bom vao
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vé cho PLC biét rang nudc c6 duge bom ra hay
khong.

Vlgar Internet

&

WANIP:
103.180.172.186
LAN IP: 192.168.4.1

D(_mg co

Cam bién bom di

Hinh 6. Mé hinh két néi tai tram nut

2.3.1. Cdu hinh mang tai cdc nut

Trong mét nut, do ¢6 2 dong co bom ra bom vao
nén tin hiéu diéu khién tir may server sé& 1a tin hiéu
2 chiéu. Do d6, tai mdi nit, router s& dugc cau hinh
dué6i 2 dang Dial-in va Dial-out. Trong hé thong
nay, 2 tram nat doc lap cé cung chirc nang bom nudc
ra va bom nudc vao. Vi vay, cAu hinh hai tram nt
la gidng nhau, chi khac tai dia chi IP cho nut.
Phuong phap cu hinh cho tram nut duoc thé hién
tai Hinh 7. Theo do:

Thiét 1ap kénh VPN theo giao thuc IPSec
Tunnel.

Dit Username va password cho dia chi mudn két
noi  vao

Router username  (dialinl) va
password(dialinl).
2. Dial-Out Settings
Type of Server | am calling Link Type
ISDN Username
® PPTP Password
1PSec Tunnel PPP Authentication 7 A
L2TP with IPSec Policy V] Compression ® on off

IKE Authentication Method
Pre-Shared Key

Server IP/Host Name for VPN.
(such as draytek.com or 123.45.67.89)
quanlytrambom.ddns net
Digital Signature(X.509)

(a)

Tai Hinh 7b, TCP/IP Network Setting gilp
Router biét dwoc dia chi caa tram nhan.

Remote Network IP: 192.168.2.1 (Pia chi LAN
cia modem dau xa — Server).

Remote Network Mask: 255.255.255.0

Local Network IP: 192.168.4.1 (bia chi LAN
cta modem — tram truyén di 1).

WAN IP: 130.199.41.133

Tram 2 ciing duoc két néi twong tw nhu tram 1,
chi thay doi lop mang: Local Network IP:
192.168.3.1 (Pija chi LAN cia modem — tram truyén
di 2) vaIP WAN:130.180.172.186.

5. TCP/IP Network Settings

My WAN IP 0.0.0.0 RIP Direction Disable v

From first subnet to remote network, you have

Remote Gateway IP 0.0.0.0
to do

Remote Network IP 192.168.2.1

Route v |
Remote Network Mask |255.255.255.0
Local Network 1P Change default route to this VPN tunnel ( Only
Local Network Mask 255.255.255.0. single WAN supports this )
More

(®)

Hinh 7. (a) cAu hinh VPN Dial-Out cho Node remote 1
(b) cAu hinh TCP/IP cho tram 1

2.3.2. Do lvu lwong

PLC cép nhat cc gié trj cam bién va hién thi lén
man hinh diéu khién HMI. Trong truong hop nay,

luu lugng nude va ap suét duoc do dat va hién thi
cho nguoi dieu khién. Tur d6 nguoi dieu khién c6 the
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van hanh hé thong thong qua man hinh diéu khién
HMI.

Cam bién do luu lwgng c6 tin hiéu ngd ra dang
xung. Theo d6, véi 1 lit nudc chay qua cam bién
trong thoi gian 1 phuat, cam bién phat 480 xung &
ngd ra. Hay khi luu lugng 1 lit nuée qua cam bién
trong 1 phit, ta duoc tan s6 F = 8Hz, tir d6 ta c6 cong
thace tinh luu lugng sau day:

F

0= @

480
Vé6i F: tan s6 (Hz), Q: luu luwong chay qua
(L/giay).

Tuong tw, cam bién ap suit cho tin hidu ngd ra
V6i cuong do dong dién trong khoan 4 — 20 mA,
tuong tng Va4i ap suat tue 0 — 10 bar.

Theo dinh luat Ohm trong mach kin ta co: V =
R.I v6i R = 120 Q. Str dung phuong phap duong
thang tuyén tinh, ta c6 cong thirc tinh ap suat nhu
sau:

_ V-048
0192

O]

Vc’ri’ P: 4p suét (Bar); V : dién thé doc duoc tir
cam bién.
2.4. Tén mién dgng Dynamic Domain Name
System (DDNS) va mé PORT (NAT
PORT)

Két ndi VPN gitra Server va cac Node dugc lién
tuc, ta tao tén mién dong DDNS(No-IP) 1a phwong
thirc 4nh xa tén mién dén dia chi IP dong (IP WAN)
tir tén mién sang dinh dang s6. Chtc ning chinh 13
gitip ngudi ding c6 thé truy cap hé thdng tir xa ma
khong can ding dia chi IP tinh. Trong bai bao nay,
tao tén mién dong DDNS duoc khai tao vai IP WAN
cua Server: 123.25.196.145 va duoc dat tén la
quanlytrambom.ddns.net. Tén mién va IP sau khi

VPN and Remote Access >> Connection Management
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NAT PORT trong nghién ctru nay dugc tao ra dé
danh gia mtrc do kha thi cia hé thng. Tiép theo do,
NAT Port dugc m¢ tai Router ciia may chi. Sau khi
thanh céng, ngudi diéu khién c6 thé dang nhap vao
dia chi quanlytrambom.ddns.net tir bat ky thiét bi co
két ndi internet nao.

3. KET QUA VA THAO LUAN

3.1. Céu hinh mang tai server va ciu hinh
WebUX

Sau khi dang nhap tai khoan va mat khiu d tao,
két qua duoc thé hién tai Hinh 8. Theo d6, bang theo
ddi cac VPN da két ndi dén Router Server, hién tai
gom c¢6 2 VPN Remote Access va 2 tram dang két
nbi dén tai dia chi IP 192.168.3.1 va 192.168.4.1 cho
tram bom s6 1 va sb 2. Khi mdi tram két ndi dén,
Server ciing dugc tao ra mot I6p mang ao tuong tu
voi 16p mang tai tram d6.

Sau khi hoan thanh két ndi, tit ca cac thiét bi két
néi dén Router (hién tai 1a PLC s7-1200) & Tram 1
va Tram 2 déu c6 IP LAN ao cing 16p véi IP tai
Server la 16p mang 192.168.3.1 va 192.168.4.1. Vi
Viéc tao ra cac 16p mang 40 s& giup viéc trao doi di
liéu tré nén dé dang hon, trong tu nhu mot hé théng
mang may tinh ndi bg. Khi cac thiét bi c6 cung 16p
mang s& hoan toan c6 thé truy cap 13an nhau va chia
sé dir liéu.

Két ndi VPN Remote Access tir may tinh bat ky
bén ngoai thanh cong dén Server mic du may tinh
str dung bét cir mang nao ciing c6 s& dia chi IP LAN
40 1a 192.168.3.1 va 192.168.4.1. Khi dia chi IP da
cung 16p voi PLC thi viée doc dit liéu va diéu khién
PLC s& rat dé dang bang KEPServerEX va SCADA,
thuc hién két nbi nay s& cho phép st dung hé
SCADA diéu khién 2 Node & moi noi véi bat ky
Mang internet nao.

Dial-out Tool Refresh Seconds : | 10 v | Refresh
General Mode: |( Server_T1)113.180.172.186 v| Dial
Backup Mode v| Dial

VPN Connection Status

Current Page: 1 Page No. [ Go

Tx Rx

Tx Rx
2 5 s IP .

VPN Type Remote IP  Virtual Network Pkis Rate(Bps) Pkis Rate(Bps) UpTime
Rl eoTR 69441 129649 895 0:20120 | Drop
62110 7128 6518 0:15:26 | Drop
Drop
4 | Drop

ooooooxx @ Data isn't encrypted.

Hinh 8. Két qua theo déi cac két ndi dén Router server
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Tiép d6, file quan 1y SCADA cho phép diéu
khién qua web can dwoc cau hinh. Hé théng duoc
thiét lap véi dia chi chi https://192.168.2.15 1a dia
chi IP local tinh thiét lap cho may Server.

Céc thiét bi c6 cung 16p mang véi Server va
dugc cép IP local 1a 192.168.2.4 ¢6 thé truy cap
dugc trang web. Tuy nhién, cac thiét bi tir bén ngoai
s& khong truy cép dugc do dia chi IP 192.168.2.15
1a dia chi riéng, chi c6 thé nhin thdy dugc bang thiét
bi trong cting mang LAN. Nhu vay, dé c6 thé két ndi
khac hé théng mang, mot tén mién dong va NAT
port can duogc thiét 1ap dé c6 thé diéu khién duoc
toan bo hé thong tir xa.

3.2. Hé théng quén 1y tram bom nwéc trén

nén tang loT

3.2.1. Piéu khién trén nén tang KEPServerEX

Giao dién diéu khién tir web cua toan bo hé
thong dugc trinh bay tai Hinh 9. Giao dién tai tram
1 vatram 2 gan giong nhau, bao gom c6 2 bom. Bom

B | [) DESKTOP-NGSPLUL- WinCCWe X | [B) DrayTek Vigor2900

& C A Khéng bao mat

XN

https//quanlytrambom.ddns.net
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vao (Pump1) bom nuéc vé bon chinh va c6 cam bién
lwu lwong & dau ra duong éng dé theo ddi luong
nudc da bom vao. Bom ra (Pump2) cé chtic nang
bom tir bon dén noi nguoi sir dung.

Bang diéu khién cua 2 tram twong tu nhau, bao
gdm nit nhan Start, Stop dé khai dong hoic dirng hé
thdng, ¢6 3 ché do hra chon va dé lya chon duoc ba
ché d6 nay thi phai nhap thé tich bon chira trudc tién.

Ché d6 Auto : Bom theo gidi han dit truéc

Ché d6 Time on : Khi dang thoi gian thi h¢ thong
s€ khoi dong 1én va chay theo ché do auto.

Ché d¢ Manual : Diéu khién cac bom bang nut
nhan

Bang thong s6 cua 2 tram twong tu nhau bao gom
water level dé theo ddi thé tich nuéc trong bon, luu
lugng do dugc ¢ vi tri bom vao va bom ra va ap suét
& duong éng bom ra.

Hinh 9. Giao dién diéu khién trén web truy cip b
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HE THONG QUAN LY TRAM BOM NUGT TU XA TREN NEN TANG ToT)

Hinh 10. May chi diéu khién va giam sat 2 tram bom

3.2.2. Diéu khién tai thuc dia

Hinh 10 trinh bay hé théng gidm sat ciia may
chu. Theo do, hé théng c6 thé quan 1y tot cac thong
tin ldy vé tir cac tram node. Dir liéu duoc liy thong
qua két ndi KEP véi KEPServerEX. Bang thong tin
bao gom tag cua 2 tram: T1 va T2 duoc truyén dit
ligu vé tr cac KEPServerEX cua tram 1 va
KEPServerEX cua tram 2.

Hinh 11 trinh bay mo hinh 2 node va may tinh
diéu khién tir xa qua VPN remote access. Hé thong
¢6 thé hoat dong tot. Cac thong sd toc d6 bom va luu
lwong trong bdn déu dugc do dac va hién thi 1én man
hinh SCADA va HMI tai cac tram. Man hinh HMI
con ¢6 thé hién thi duoc dia chi IP LAN cua cac tram
va ctua PLC. Piéu nay gitp viéc quan Iy va béo tri
hé théng tré nén dé dang hon.

(a)

4. KET LUAN

Nghién ctru ndy da dé xuét va thir nghiém mot
mé hinh ToT theo chuin coéng nghiép sir dung
KepServerEx dé giam sat, thu thap dir liéu va mang
VPN dé truyén nhan tin higu théng qua internet bang
két n6i 3G/4G. Mang VPN dugc thiét lap bang cach
c4u hinh mét router dang server va céac router dang
node; trong khi do, KepServer ding dé gidm sat 2

TAI LIEU THAM KHAO

Abbas, A, A. (2014). Future SCADA challenges and
the promising solution: the agent-based SCADA.

International Journal of Critical Infrastructures,
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b

Hinh 11. (a) mé hinh 2 node tram bom (b) may tinh diéu khién tir xa qua VPN access

hé théng tram bom str dung PLC S7-1200. Giao dién
diéu khién duoc xay dung dwa trén nén tang WinCC
va c6 thé giam sat thiét bi tir internet thong qua chirc
ning remote access. Két qua cho thay hé thong c6
thé hoat dong 6n dinh trong thoi gian dai. Trong thoi
gian toi, nhom sé& ¢b gang trién khai nghién ciru nay
vao thyc dia, két qua s& dugc trinh bay & cac bai bao
sau.

10(3), 307 — 333.
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