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ABSTRACT

Due to the increasing popularity and lack of security standards, Internet
of Things (1oT) devices have become the targets of malicious activities
such as intrusions and DoS attacks. With the aim of providing a solution
for securing such devices, this paper introduces a two-tier intrusion
detection system that applies machine learning models. The first tier of
the proposed solution is a lightweight binary model, implemented in a
gateway of an loT network to detect intrusions and attacks in real-time.
The second tier is a complicated multi-class classification model, located
on a remote cloud server, to classify malicious activities and detect
intrusions and attacks which occur on multi-networks. The experimental
results display that the proposed solution can detect malicious activities
using modified parameters more efficiently than Snort, which is a
traditional signature-based IDS.

TOM TAT

Do sue phé bién ngdy cang tang va thiéu cdc tiéu chudn bdo mdt, cdc thiét
bi Internet of Things (10T) da tré thanh muc tiéu cia cdc hoat dong déc
hai nhuw xdm nhdp mang va tan céng DoS. Véi muc dich cung cdp mot gidi
phdp an ninh cho cdc thiét bi IoT, mot hé thong phat hién xdam nhép hai
tang dp dung cdc mé hinh mdy hoc dwoc giéi thiéu trong bai viét nay.
Tang thir nhat ciia giai phdap la mét mé hinh phén loai nhi phdn gon nhe,
dwgre cai dat trén gateway ciia cac nhanh mang loT dé phat hién cdc hanh
vi doc hai trong thoi gian thuc. Tdng thir hai la mot moé hinh phdn logi da
I6p, dwoc trién khai trén mdy chi dam mdy dé xdc dinh loai cu thé cdc
hoat dong doc hai xay ra trén nhiéu nhanh mang cung lic. Két qua thuec
nghiém cho thdy rdang giai phap dwoc dé xudt hoat dong hiéu qua, co thé
phat hién cdc hanh vi tan cong sir dung cac tham $6 tiy bién hiéu qua hon
50 vdi cong cu IDS truyén thong Snort.

1. GIOI THIEU

Su phd bién ngay cang tang theo cap s6 nhéan cua
cac thiét bi Internet of Things (IoT) da khién ching
tré thanh muc tiéu thuong xuyén ciia cac cudc tan
cong va xam nhap mang (Vinayakumar et al., 2019).

Do céc dic diém vé thiét ké nén cac hé thong loT
thuong dé bi tén thuong ngay ca ddi véi cac cudc
tan cong qui md nho. Thiét hai vé kinh té do cac
CudC tan cong va xam nhap mang lai 1a rat Ion. Vi
sb luong, dac diém va tinh khong déng nhit cua cac
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thiét bi IoT nén viéc dam bao an ninh cho chung
bang cac phuong phap truyén théng 1a khong phu
hop. That vay, cac thiét bi nay co thoi gian hd trg
nang cap (néu c6) tir cac nha san xuét 1a rat ngan.
Ngoadi ra, chung ciing khong kha thi dé cai dat cac
giai phap an ninh dau cudi (endpoint security
solution), vi du nhu twong lira hay chuong trinh
chéng ma doc, 1én chinh céc thiét bj nay do su han
ché ca vé phan cing va phan mém cua ching.
Nhitng phan tich trén cho thiy viéc dé xuat va xay
dyng mot giai phap pht hop va hiéu qua dé phat hién
céc hinh thuc tin cong va xam nhap mang cho cac
h¢ thong IoT 1a rat cap thiét.

Cac giai phap phat hién xam nhap 6 miac mang
(network-based intrusion detection system - NIDS)
truyén thong nhu Snort va Suricata, bang cach phan
tich cic dic diém cua dir lieu mang (traffic
signature) da to ra kha hiéu qua trong viéc phat hién
cac hinh thuc tan cong va xam nhap da biét (Albin
etal., 2012). Tuy nhién, chung lai t6 ra kém hi¢u qua
trong nhan biét cac hinh thirc tin cong méi hoic
duoc diéu chinh tir cac hinh thtc cii (Mishra et al.,
2019). Thoi gian qua dd c6 mot sb nghién ctu
(Mafra et al., 2010; Vinayakumar et al., 2019) ap
dung cac ky thuat may hoc véi muc dich nang cao
hiéu qua va khac phuc cac nhugc diém cua cac giai
phap IDS truyén thong. Tuy nhién, nhitng giai phap
nay yéu cau phai dugc trién khai trén cdc thiét bi c6
yéu cau vé phan cing va phan mém cao, nén khong
phu hop cho cac moi truong loT.
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Nham giai quyét han ché cua nhiing giai phap
hién tai, nghién ctru nay thiét ké va cai dat mot hé
thdng phat hién xam nhap hai ting, pht hop va hoat
d6ng hiéu qua cho cac mang thiét bi IoT. Nhu dugc
mo ta trong Hinh 1, tang dau tién cta hé thong dugc
cai dat trén gateway ctia cac nhanh mang loT, s& bét
va trich xuét cac thong tin cua dit liéu mang tho dén
va di téi nhanh mang. Sau do, cac thong tin s€ duoc
Chuyén dén Mot mo hinh mang no-ron nhén tao 4
I6p don gian dé phat hién va canh bao cac hanh vi
xam nhap trong thoi gian thyc. M6 hinh nay dugc
thiét ké gon nhe va chi phi thap dé co thé trién khai
trén cac IoT gateway. Tang thtr hai cua hé thng
duoc trién khai trén cac may chu dam may ¢ xa, St
dung cac mé hinh may hoc phuc tap hon nhu Cay
quyét dinh (Decision tree), Gaussian naive bayes va
Rirng ngiu nhién (Random forest) dé xac dinh thong
tin cu thé cac loai hanh vi tn cong mang. Ngoai ra,
tang nay ciing hoat dong nhu giai phap du phong
cho tang dau tién va huéng toi phat hién cac hanh vi
doc hai dua trén thong tin thu thap dwoc trén nhiéu
mang IoT cung luc.

Hé thong dé xuat da duoc cai dat va trién khai
kiém thtr trén moi truong thuc nghiém cuc bo. Két
qua thyc nghiém ban dau cho thay hé thong dé xuét
hoat dong hiéu qua va c6 ti ¢ phat hién cdc hanh vi
tan cong va xam nhap sir dung cac tham sé dugc tuy
bién cao hon so véi Snort, mot cong cu IDS truyén
thdng hoat dong dua trén cac nguy co da biét.

Tang 2: ; 3
Phan loai cu thé loai | Meyehl
tén cong . '
Internet
Tang 1: o ) =t
Phan loai la hanh Vi binh == \ _——
thudng hay dgc hai loT gateway -4
= =

0206

Thiét bj loT

¢ O 6

Hinh 1. Hé thong phat hién xAm nhap 2 tng cho cic mang loT

2. CAC NGHIEN CUU LIEN QUAN

Mot trong nhiing phuong phép phd bién dé dam
bao an ninh mang 1a st dung cac hé thong phat hién
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xam nhap 1DS. Trong thyc té, cac IDS thuong dugc
ket hop voi cac cong cu gidm sat, tuong lua, chuong
trinh phat hién ma doc,... d€ tao thanh mot giai phap
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bao mat hoan chinh cho cic hé théng cong nghé
thong tin. Cac hé thong IDS c6 thé trién khai theo
hai mé hinh chinh bao gdm: Network-based (NIDS)
duoc cai dat trén mot thiét bi mang va s€ giam sat
toan bd Mot nhanh mang; va Host-based (HIDS)
dugc cai dat truc tiép trén mot may chii trong ving
DMZ.

Céc giai phap IDS truyén thong nhu Snort va
Suricata hoat dong dua trén cac dau hiéu dic biét vé
céc nguy co d biét (Signature-based IDS), hoic dya
trén so sanh luu thong mang hién tai véi baseline
(thong s6 do dat chuan cua hé thdng c6 thé chap
nhan duoc ngay tai thoi diém hién tai) dé tim ra cac
dau hiéu khac thuong (Anomaly-based IDS) nhim
phat hién cac hoat dong xam nhap trai phép vao hé
thdng (Hall et al., 2005). Miac du kha hiéu qua trong
viéc phat hién cac hinh tin cong da biét va duoc trién
khai trong thuc tién; tuy nhién, nhitng hé théng dé
cap lai to ra kém chinh xac va co ty 1€ bao dong gia
(false positive) cao trong viéc phat hién cac hinh
thirc tn cong mai hoic duoc tiy bién tir cac hinh
thirc cti (Mishra et al., 2019).

Di c6 mot s6 nghién ciru ap dung cac tiép can
may hoc nhiam nang cao d6 chinh xac va khic phuc
cac nhuoc diém cia cac giai phap IDS truyén thong.
Vinayakumar et al. (2019) da ap dung mot mang no-
ron sau (DNN) dé phat hién cac cudc tin cong xam
nhap mang khong luong trude. Nghién ciu caa
(Mafra et al., 2010) trinh bay m6 hinh may hoc
vector hd trg SVM phat hién cac hanh vi bat thuong,
dugc ap dung trong mot hé théng phat hién xam
nhap co tén goi 1a Octopus-11DS. Két qua thuc
nghiém ctia nghién ciu cho thay hé thdng co ti lé
phat hién cao va giam ty 1é false positive. Nhin
chung, cac nghién ctru dé cap (Mafra et al., 2010;
Mishra et al., 2019; Vinayakumar et al., 2019) da
nhan dinh viéc ap dung cac k¥ thuat may hoc c6 thé
nang cao hiéu qua cua cac hé thong phat hién xam
nhap mang. Tuy nhién, cac nghién ctru nay chi dua
ra cac giai phap cho cac hé thong mang may tinh va
thiét bi di dong truyén thong.

‘Trong nhimg ndm gan day, su pho blen Cua céac
thiét bi IoT, di kém voi nhitng nguy co vé tin cong
va xam nhap trén nhing thiét bi nay da co mot sb
nghién ctru dugc thuc hién nham dwa ra nhitng giai
phép an ninh cho cac méi truong IoT. Trong do,
Eskandari et al. (2020) da gidi thiéu mot giai phap
IDS c6 thé trién khai trén [oT gateway va bao vé cac
thiét bj ndi két tryc tiép vao n6. Nhom tac gia
Nguyen et al. (2019) da gidi thiéu mot giai phap co
tén 1a DioT, bao gdbm hai ting la Security gateway
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va Security service. Trong d6, Security gateway c6
trach nhiém theo ddi céac thiét bi trong nhanh mang
va phat hién cac hanh vi bit thuong trong nhanh
mang. Trong khi do, Security service tich hop mo
hinh phét hién xam nhap tir cac Security gateway dé
dam bao an ninh toan bo hé thong. Tuong ty, giai
phap IoT Keeper (Hafeez et al., 2018) ciing bao gom
hai tang: Keeper gateway sé& loc cac dir liéu mang
doc hai trén mot nhanh mang st dung cac giai thuat
may hoc ban giam sat va Keeper service c6 vai tro
hd tro du phong cho cac Keeper gateway. Qua khao
sat cac nghién ctru lién quan, c6 thé khang dinh
phuong phap trién khai IDS trén IoT gateway két
hop véi mot ting du phong & xa dang dugc xem la
mot giai phap an ninh pht hgp cho cac moéi trudong
loT.

3. THIET KE VA CAI PAT HE THONG
3.1. Téng quan thiét ké hé théng

Hinh 2 mé ta thiét ké cua hé théng phat hién xam
nhap mang 2 tang cho cac mang thiét bi IoT dugc dé
XUt trong bai bao nay. Tang dau tién cua hé théng
1a mdt mo6 hinh may hoc don gian duoc cai dat trén
cac gateway cuia cac mang 10T véi muc dich phat
hién cac hanh vi xadm nhap trong thoi gian thuc. Nhu
da gidi thi¢u, téng nay duoc thiét ké gon nhe va chi
phi thip dé co thé trién khai trén cac IoT gateway,
von han ché vé kha nang phan ctng va phan mém.
Tang thir hai 1a mot mo hinh may hoc phuc tap chay
trén cac may chu dam may ¢ xa, dugc sir dung dé
phan loai cac hanh vi tan cong va xdm nhap xay ra
trén nhiéu mang IloT cung lac. Trong pham VI
nghién ciru nay, dbi vai thiét bi loT giao tiép qua ndi
két khong day, hé thong d& xuat chi hd tro phat hién
céc hanh vi doc hai thuc hién trén cac ndi két ché do
co s6 ha tang (Infrastructure mode).

Trong hé théng dé xuit, mo-dun Theo doi mang
duogc cai dat trén cac gateway s& bit va trich xuat
céc thudc tinh cta cac goi tin mang tho dén va di toi
nhanh mang. Sau d6, mo-dun Trich xudt ddc trung
& Tang 1 s& chuyén dbi cac dir lidu tho sang cac dic
trung duoc dinh dang pht hop va giri dén mo-dun
Phan logi nhj phdn dé phat hién c6 hanh vi doc hai
hay khong. Twong tw, mo-dun Trich Xuat ddc trung
& Tang 2 ciing tao cac dic trung tir cac thong tin
duoc gui tir moé-dun Theo doi mang & Tang 1. Cac
dic trung nay s& duoc gui dén mo-dun Phdn loai da
l6p dé xac dinh loai cu thé hanh vi doc hai. Khi cac
hanh vi tan cong va xdm nhap mang dugc phat hién,
hé thdng s€ dua ra cac canh bao nguoi dung vé cac
nguy co néu co.
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Tang 2: May chl & xa

Trich xudt dac

trung: Dactrung | Phénloal dalép: | | canh bao
Chuyén déi dinh Xac dinh loai cu thé ———>»
dang dir lidu cla hanh vi djc hai

D ligu tho

Tang 1: loT Gateway

Trich xudt dac

Phén loai nhj phan:

G tin mang ggﬂ‘;"oﬂ?: h":‘;af’:g; Dir ligu thé trung: Pac trung | xac dinh hanh vi Cénh bao
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Hinh 2. Quy trinh hoat d9ng cia Hé théng phat hién xAm nhap 2 ting

3.2. Huén luyén ciAc mé hinh phat hi¢n xam
nhap
3.2.1. Tién xi Iy tp dir lieu hudn luyén

Nghién ctu nay st dung bo dir lieu UNSW-
NB15 (Moustafa et al., 2017) duoc tao bdi phong thi
nghiém cua Trung tim An ninh mang Uc (ACCS)
dé huan luyén cho cac mé hinh phan loai nhi phan
va da 10p cua hé thong dé xuat. Pay 1a bo dit liu noi
tiéng duoc sir dung trong nhiéu nghién ctru vé tan
cong va xam nhap mang. UNSW-NB15 bao gém
cac thudc tinh ctia dir liéu mang binh thuong va cua
cac hanh vi doc hai. C6 9 kiéu tan cong va xam nhap
dugc hd tro trong tap dir liéu bao gom: Fuzzers,
Analysis, Backdoors, DoS, Exploits, Generic,
Reconnaissance, Shellcode va Worms. Bo dix liéu c6
téng cong 2,539,740 dong dit liéu, mdi dong chua
49 thudc tinh cua mot ndi két mang. Nghién ctru nay

lya chon 20 thudc tinh phd bién va phi hop nhat cua
tap dit liéu dé huan luyén cho cac mé hinh phén loai
nhu mo ta trong Bang 1. Két qua nghién ciru cta cac
tac gia Zoghi et al. (2021) da chitng minh viéc khong
sir dung cac thudc tinh con lai trong tap dir liéu
UNSW-NB15 khong anh huong dén do chinh xac
clia cac mo hinh phén loai. Trong khi do, diéu nay
gitip giam yéu cau vé nang lyc xu Iy cua loT
gateway trong viéc trich xudt cac thudc tinh cua dit
lieu mang. Luu ¥, 2 thudc tinh Giao thuc ndi két
(proto) va Trang thai giao thuc (state) s€ duoc
chuyén tir kiéu chudi sang sb trudc khi sir dung huan
luyén cho cac mo6 hinh. Trong do, thudc tinh state s&
dugc ma hoa theo thir ty trong danh sach cac trang
thai. Trong khi do, thudc tinh proto dugc chuyén
sang gia tri s6 theo Assigned Numbers Internet
Protocol.

Béng 1. Cac thudc tinh ciia ndi két mang dwoc sir dung cho ciac mé hinh phén loai

# Tén _Giai thich Kiéu  # Tén __ Gidi thich Kiéu

1. sport Sb cong ngudn integer 11. dttl Gi4 tri time-to-live tir dich dén ngudn integer

2. dport Sé cong dich integer 12.sload S bits ngudn mdi gidy integer

3. dur  Thoi gian cia ndi két float ~ 13.dload  S4 bits dich mdi gidy integer

4. proto Giao thuc nbi két nominal 14.sloss  S& goi tin tir nguon duoc truyén lai  integer
hoac loai bo

5. state Trang thai giao thirc nominal 15.dloss  S& goi tin tir dich duoc truyén lai hodcinteger
loai bo

6. spkts S& goi tin tir ngudn dén dich integer 16. synack Thoi gian gitta SYN va SYN. ACK  float

7. dpkts S& goi tin tir dich dén nguon integer 17.ackdat Thoi gian gitta SYN_ ACK va ACK  float

8. sbytes S5 bytes tir nguon dén dich integer 18. smeansz Trung binh kich thudc goi tin tir integer
ngudn

9. dbytesSd bytes tir dich dén nguon integer 19. dmeansz Trung binh kich thuéc géi tin tir dich integer

10. sttl  Gia tri time-to-live tir nguon integer 20. tcprtt  Tong thoi gian thiét 1ap ndi két TCP  float

dén dich
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Phuong phap Hold-out (Yada & Shukla, 2016)
duoc st dung trong nghién ctu chia tap dir liéu
thanh 80% cho tap huan luyén (train) va 20% cho
tap kiém thi (test). S6 lugng dong dit liéu ding huan
luyén va kiém thir dwoc mé ta trong Bang 2.

Bang 2. S(:) lwong dir li¢u dung huin luyén va
kiém thir cic mé hinh

S6 lwong dir  S6 hrong dir

Nhan dir liéu . -
. liéu huan luyén liéu kiém tra

Normal 1.774.848 443.604
Analysis 2.138 539
Backdoors 1.850 479
DoS 13.165 3.188
Exploits 35.618 8.907
Fuzzers 19.445 4.801
Generic 172.143 43.337
Reconnaissance 11.221 2.766
Shellcode 1.232 279
Worms 128 46

3.2.2. Hudn luyén mé hinh Phdn logi nhi phén

cho Tang 1

Do yéu cau Tang 1 cua hé thdng phat hién cac
hanh vi xdm nhap va tn cong mang co thé trién khai
dugc trén cac IoT gateway, von c6 kha nang phan
ctng va phan mém han ché. Vi vdy, mé hinh mang
no-ron nhén tao 4 16p don gian duoc sir dung dé c6
thé phat hién va canh béo cac hanh vi xdm nhap
trong thoi gian thyc. Lép dau vao cia md hinh gom
20 nat va hai 16p 4n, mdi 16p 4n gébm 32 nat sir dung
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ham kich hoat ReLU. Lép dau ra gom 1 nat sir dung
ham kich hoat Sigmoid dé xac dinh di liéu mang 1a
ddc hai. M6 hinh nay da duoc thuc nghiém ching té
c6 hiéu qua cao trong viéc phat hién cac hanh vi
mang doc hai (Vinayakumar et al., 2019), trong khi
khong yéu cu qua nhiéu ning luyc xir 1y cia loT
gateway nhu cac mo hinh khac.

Mb hinh dugc huan luyén sir dung thu vién may
hoc Keras (Chollet et al., 2015). Qué trinh huin
luyén sir dung trinh t6i uu héa momentum Adam véi
toc do hoc (learning rate) 1a 0,01. Ham 13i (loss
function) 1a binary_crossentropy. S6 lan qué trinh
huan luyén hoc qua tat ca cac di liéu trong tap huan
luyén (epochs) 1a 20, véi s6 lwong mau huin luyén
s& duoc giri dén mo hinh ciing mét luc (batch_size)
1a 128. Két qua huan luyén cho thay d6 chinh xac
(accuary) cta mo hinh la khoang 0,91.

3.2.3. Hudn luyén mé hinh Phén logi da 1ép cho

Tang 2

Dé dy phong cho Tang 1 va hudng t6i phat hién
c4c hanh vi tAn cong va xdm nhap mang duya trén
thong tin thu thap trén nhiéu mang IoT cung luc,
Tang 2 cua gial phap d& xuit duoc cai dit & may chu
& xa (c6 thé trién khai trén mdi truong dam may).
Do khong c6 nhitng han Che vé phan cliing va phan
mém cung véi chi phi trién khai, ting nay c6 thé sir
dung cac md hinh méay hoc phirc tap hon Tang 1, véi
muc dich xac dinh loai cu thé cac hanh vi doc hai
(Fuzzers, Analysis, Backdoors, DoS, Exploits,
Generic, Reconnaissance, Shellcode va Worms) va
néng cao do chinh xéc cua hé thng.

Két qua huén luyén cac mo hinh pha‘m loai da 16p

0,98

Precision (weighted)
Decision Tree

Recall (weighted)
® Naive Bayes

F1-score (weighted)
® Random Forest

Accuracy

Hinh 3. Két qua huin luyén cac mé hinh phan loai da 16p
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C6 3 md hinh may hoc dugc sir dung cho Phan
loai da 16p, d6 1a Cay quyét dinh (Decision tree),
Gaussian naive bayes va Rirng ngau nhién (Random
forest). Cac m6 hinh may hoc nay da duoc ap dung
va chung to hiéu qua trong cac nghién ctu duong
dai vé phat hién tan cong va xam nhap mang (Mishra
et al., 2019). Trong nghién ctru nay, cd 3 mod hinh
nay déu duoc huan luyén va kiém thir trong dé quan
sat do chinh xac thu duoc, tir d6 ¢ co s& dé lua chon
mo hinh phi hop cho hé théng. Thu vién may hoc
Scikit-Learn (Pedregosa et al., 2011) duoc sir dung
dé huan luyén cac mé hinh véi nhitng tham sé huan
luyén duoc hd trg mac nhién boi thu vién. Hinh 3
mo ta két qua huan luyén ciia 3 mo hinh. Két qua
cho thay hai mé hinh Cay quyét dinh va Rung ngau
nhién c6 do chinh xac kha tbt va twong dwong nhau
(0,98). Trong khi d6, Gaussian naive bayes cho két
qua thap (0,30). Piéu nay co thé 1y giai 1a do md
hinh nay khong hoat dong tét trén cac tap dir liéu
mét can bang nhu UNSWNB-15.

3.3. Cai dit h¢ thong

Mé-dun Theo déi mang va Trich xudt ddc trung
cua hé thong d& xuit dwoc cai dat sir dung cong cu
Argus (openargus, n.d.). Pay la mét cong cu giam
sat mang cho phép ngudi dung theo ddi cac gobi tin
dén va di toi mot ndi két mang duoc chi dinh. Trong
do, cong cu Argus-sensor duoc stir dung bai mo-dun
Theo déi mang dé thu thap, phan loai géi tin mang
va xu 1y thong tin thd. Mo-dun Trich xudt déc trung
sir dung cong cu Argus-client dé giao tiép Argus-
sensor trén mo-dun Theo déi mang dé nhan dit lidu
thd. Trong d6, thanh phan Argus-Ra cua cong cu
dugc sir dung dé rat trich va tao dic trung du vao
cho cac mo hinh phén loai.

Mb hinh Phdn logi da 16p cua hé théng duoc cai
dat sir dung thu vién Scikit-Learn dya trén nén tang
may hoc TensorFlow (Abadi, n.d.). Trong khi do,
mo hinh Phdn logi nhi phdn dugc cai dat st dung
thu vién Keras dua trén nén tang TensorFlow Lite
(TensorFlow Lite, n.d.), véi muc dich tao mé hinh
¢6 yéu cau thp, phil hop cho cac [oT gateway.

4. THUC NGHIEM

4.1. M@éi trwong thuc nghiém

Dé danh gia hiéu qua cua hé thdng phat hién xam
nhap 2 tng dwoc d& xuat trong nghién ciru nay, mot
moi treong thuc nghiém don gian dugc bao gém 2
may tinh va 1 thiét bi Raspberry Pi mau 3B+ dugc
xay dung nhu mo ta trong Hinh 4. Trong d6, Tang 1
cua hé thong duoc cai dat trén thiét bi Raspberry,
dong vai tro gateway cia mot nhanh mang loT.
Tang 2 caa hé thong dugc trién khai trén 1 may tinh
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sir dung hé diéu hanh Ubuntu, trong khi méy con lai
st dung hé diéu hanh Kali Linux va dong vai tro
may tin cong. Thiét bi Raspberry Pi Zero dugc sir
dung md phong cac thiét bi 10T trong thuc nghiém.

-Tang 2
»

May tin céng
(Kali Linux) Raspberry Pi
g'r-f (% - Tang 1
7 Y '\? - Céng cu Snort
Switcn o
=
206
j=au]
Thiét bi loT

Hinh 4. Mdi treong thwc nghiém

Trong nghién ctru nay, do chinh xac cua hé théng
dé xuit duge so sanh voi cong cu Snort, la mot IDS
mi ngudn mé dang duoc s dung kha phd bién.
Trong thyc té, cong cu Snort dugc sir dung nhu mot
chuong trinh kiém tra g6i tin dé giam sat hé thong
trong thoi gian thuc. Nguoi quan tri mang co thé st
dung cong cu dé theo doi tat ca cac goi tin dén va
tim ra nhitng géi tin nguy hiém cho hé thdng. Snort
sir dung céac quy tic (rules) tinh dwoc thiét lap trude
dé phat hién diu hiéu bat thuong trén mang. Do
chinh x4c ctia Snort phu thudc vao cac quy tic dugc
str dung, doi hoi kinh nghiém ngudi quan tri mang.
Cac thyc nghiém trong nghién ctru nay st dung cac
quy tac dwoc hd tro bai cong dong ngudi dung Snort
(Community Rules).

Cac cong cu Hping3, Nmap, Hydra va
Metasploit trén Kali Linux dugc st dung dé tao ra
céc cudc tin cong nham kiém tra danh gia do chinh
xac cuia ca hai hé théng. Cac hinh thiic tin cong
duoc thyc hién bao gom Tir chéi dich vu (DoS), tan
cong tham do (Reconnaissance/Analysis), tin cong
16 hong bao mat (Exploits), tin cong khai thac
(Backdoor). Cac cudc tin cong duoc thuc hién véi
2 hinh thte: Sir dung cac tham sé dwoc hd trg mic
nhién bai cac cong cu tan cong va sir dung cac tham
sd tin cong dugc tiy bién. Trong do, cc tham s tan
cong dugc diéu chinh dya vao phan tich cac quy tic
trong Community Rules cta cong cu Snort. Mdi
hinh thirc tdn cong dwoc thuc hién 10 lan trong cac
thuc nghiém.

4.2. Két qua thuc nghiém

Bang 3 va 4 so sanh ty I¢ phat hién cac hanh vi
tan cong cia Tang 1-Phan loai nhi phan va Tang 2-
Phan loai da 16p cuia hé thdng dwoc dé xuit trong bai
bo nay va cong cu Snort. Nhu mé ta & Bang 3, két
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qua thuc nghiém cho thiy Tang 1 ¢6 ti I¢ phat hién
trung binh kha cao (87,5%) Véi it nhat 80% (8/10) &
ca 4 hinh thic tin cong sir dung tham s6 mic nhién.
Trong khi d6, Tang 2 c¢6 ti & phat hién gan twong
duong v6i cong cu Snort trong 2 hinh thic tir chéi
dich vu va 15 hong bao mat, va vuot troi vé ti I¢ phat
hién tin cong khai thac (8/10 so véi 0/10). Tuy
nhién, n6 lai kém hon vé & hinh thtc tan cong tham
do (2/10 so véi 9/10). O két qua thuc nghiém, cac
hinh thirc tan cong sir dung tham sé tuy bién (Bang
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4), ca 2 tang cua hé thong van ¢ ti 1¢ phat hién gan
nhu tuong dwong véi tan cong sir dung tham s mac
nhién. Trong khi d6, cong cu Snort c6 sy giam ti 1€
phat hién Ion (tir 72,5% xudng 45,0%), dac biét 1a ¢
hai loai tin cong tir chdi dich vy va 16 hong bao mat
(tir 10/10 xudng lan luot 6/10 va 3/10). Két qua thuc
nghiém cho thay giai phap dé xuét hoat dong higu
qua, va cho két qua kha quan hon cong cu Snort
trong viéc phat hién cac cudc tan cong duoc tiy bién
tham s.

Bang 3. Ti I¢ phat hi¢n cic hinh thirc tAn cong sir dung tham sé mic nhién

Hinh thirc tin cong

Tang 1: Phan loai nhi phin Tang 2: Phén loai da 16p Céng cu Snort

Ttr chdi dich vu (DoS)
Tham do
(Reconnaissance/Analysis)
L hong bao mat (Exploits)
Khai thac (Backdoor)

9/10 8/10 10/10
8/10 2/10 9/10
10/10 10/10 10/10
8/10 8/10 0/10

Tong cong

35/40 (87,5%)

28/40 (70%) 29/40 (72,5%)

Bang 4. Ti I¢ phat hién cac hinh thirc tn cong sir dung tham sb tiy bién

Hinh thirc tin cong

Tang 1: Phan loai nhi phian Tang 2: Phan loai da 16p

Cong cu Snort

Tir chdi dich vu (DoS) 9/10 6/10 6/10

Tham do

(Reconnaissance/Analysis) 8/10 2/10 910

L6 hong bao mat (Exploits) 9/10 9/10 3/10

Khai thac (Backdoor) 8/10 8/10 0/10

Tong cong 34/40 (85,0%) 25/40 (62,5%) 18/40 (45,0%)
5. KET LUAN cac mo hinh phat hién xam nhép cé d6 chinh xac cao

Két qua thyc nghiém caa nghién ciru cho thiy
rang giai phap hé thong phat hién xam nhap hai tang
d& xuat hoat dong thanh cong va c6 thé phat hién cac
hinh thtrc tan cong st dung cac tham sb tuy bién kha
quan hon S0 v&i cong cu truyén thdng Snort. Cac
thuc nghiém ciing chiing minh rang hé théng duoc
d8& xuét co thé hoat dong hiéu qua, véi tac dong toi
thiéu dén trai nghiém nguoi ding. Hon nira, hoat
dong cua hé thdng khong yéu cau phan cing chuyén
dung hoic thuc hién cac sira doi trén cac thiét bj loT.

Hudng phat trién cta nghién ctru nay cé thé tap
trung vao hai van dé chinh. Thi nhat 14 can thu thap
thém dir ligu huan luyén va xtr Iy van dé mat can
bing cua céc tap dit liéu hién co, dé co thé phat trién
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